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Abstract

Network always suffers from the traffic anomaly such
as router rate change, device restart or the worm attack.
The early detection of unusual anomaly in the network
is a key to fast recover and avoidance of future serious
problem to provide a stable network transmission. In this
paper we present a statistical approach to analysis the
distribution of network traffic to identify the normal network
traffic behavior. We adapt the EM algorism to estimate
the distribution parameter of Gaussian mixture distribution
model. If only there is a statistical signature of unusual
fluctuation or change in the network traffic an alarm will be
triggered. We adapt the time series analysis of the statistical
analysis result. Up bound and low bound will be defined
through the analysis. The exceeding of the bound will be
the signal of traffic anomaly. Another time series analysis
approach also can reflect the fluctuation of network with
the crossover of two indicator lines called K line and D
line. These two indicator lines are some think like the mean
value of the historical data in a time slice with one more
sensitive to the change of the new coming data and another
not. The approach three-MACD indicator approach is like
the K D approach but more blunt to the unusual fluctuation
of network traffic which can submit an alarm more correctly.

Keywords: EM algorism, Gaussian Mixture Model, K and
D indicator approach, MACD(Moving Average Convergence
and Divergence)

1. Introduction

The network has been widely used in every field. Different
applications, new protocols and new type of networks have
made the network changes greatly every day. Also there are
more and more kinds of viruses and network attacks in the
nowadays network. So the signature based approach cannot
be a good solution because the signature data base always
should be updated for the new kinds of virus or attack. So
the statistical approach would be a better solution to meet
the needs.
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Nevertheless traffic of different kinds of protocol has
different kind of statistical distribution. Telnet connection
and ftp control connection can be validly modeled by the
Poisson process. The Self-similar process can be a better
model for the WAN arrival processes. The telnet package
can be properly described by the exponential process [1].

In our approach, we adapt the Gaussian Mixture Model to
approximate the combined statistical model. The Gaussian
Mixture Model can be a model with less residual in the
network distribution of combined traffic of different type.
Then we use the EM algorism to estimate the value of
different Gaussian distribution. We use the sum of all the
value to evaluate the fluctuation of the network traffic. If a
great change happened in a short time slot, an alarm will be
triggered.

We adapted two approaches to decide how great the
change is and when to trigger an alarm. The first approach
defines an up bound and low bound of the value. If the
sum of all the values passes the bound, an alarm will
be triggered. The second approach uses the historical mean
value of the sum in a time slot to draw two lines with one
more sensitive to the change of the new coming data. If the
more sensitive one pass through the anther an alarm will be
triggered.

2. Related works

In recent years, a lot of work has been done in the
network anomaly detection. Machine learning techniques
have been widely used on detecting network anomalies
recently such as the n nearest-neighbor methods [2], also
the famous Neural Network [3], support vector machines
[4]. Some other approaches like the genetic computation
[5], Bayesian networks [6], outlier detection [7], Y-means
clustering algorithm [8], Probability Statistics [9-11] have
been adapted in the anomaly detection and analysis work.

Nevertheless the machining learning approach cannot be
proven secure [12]. Also most of these approaches should
analysis large amount of source data. The great time cost is
well known to us all such as the Neural Network is a good
example. It cannot be used in the real time system. These
approaches also have difficulty in determining the scope of



parameter standard, the lack of flexibility and high rate of
false alarm, etc.

Other approaches are bases on the network anomaly
signature [13]. Different applications, new protocols and new
type of networks have made the network changes greatly
every day. Also with the development of wireless network
and ADHOC network, the signature based approach cannot
be a good solution for the network anomaly because you
should update the solution to keep up with new attack or
new development of network [14].

Best approach should be the statistical analysis. A lot
of statistical method has been adapted in the network traf-
fic analysis and anomaly detection. Because the network
traffic of different protocol has different characteristic and
distinctive statistical distribution. So the approach to model
the combined traffic with one distribution process will not
work well except for special application. Some research has
proved the network traffic has the pattern of self-similar. A
lot of work has been done to analysis the network traffic with
self similar process. However the analysis of our source data
we find the residual is not normal if modeling the traffic
with self similar approach. So we model the traffic with
Gaussian Mixture Model which can describe the network
traffic distribution well enough.

3. Statistical Approach

Because the network traffic of different protocol has
different characteristic and distinctive statistical distribution.
We just test the distribution of the source data and finally
proved that the residual of the statistic result is not normal.
The statistical data with Gaussian distribution should be with
the normal residual.

3.1. Gaussian Mixture Model

After analysis of the source data, we find the network
traffic cannot be described as a Gaussian distribution. The
distribution of a Gaussian should be like the shape of ellipse
and its residual should be normal. We tested the statistical
source data and finally find that it is not gaussian. So
we adapt the Gaussian mixture model to approximate the
unknown distribution [16-17].

The Gaussian mixture model probability density function
is a weighted average of several Gaussian distribution. Here
we take the Gaussian mixture model with three single
Gaussian distribution as an example.

p(r) = oy g(; 1, 01) + az g(x; Ha, O2) + a3 g(x; 13, 03)

The parameter list («q, g, ag) must meet with the listed
condition:

a1 + g + g = 1

The single Gaussian mixture distribution can be described
as:
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The more Gaussian models, the more accurate the Gaus-
sian mixture model will be. In our approach we find the
amount of Gaussian distribution will influence the time cost
and performance of our approach.

g(w; 1, 0?) = (2m) "2 0= exp|—

3.2. EM Algorithm

EM is an iterative technique for estimating the value of
some unknown quantity, given the values of some correlated,
known quantity.

The approach is to first assume that the quantity is
represented as a value in some parameterized probability
distribution (the popular application is a mixture of Gaus-
sians, hence the example below). The EM procedure, then,
is [15]:

Initialize the distribution parameters Repeat until conver-
gence: E-Step: estimate the Expected value of the unknown
variables, given the current parameter estimate

Q(h'|h) = Ellnp(Y|h')|h, X]

M-Step: re-estimate the distribution parameters to maxi-
mize the likelihood of the data, given the expected estimates
of the unknown variables

h « argmax Q(h'|h)

At here, we use the EM algorism to estimate the mean
value of different Gaussian distribution which overlap with
each other to form the Gaussian mixture distribution.

3.3. Time Slice Window

We adapt the approach of the mixture of Gaussian model
to match the network traffic distribution. Then we adapt the
EM algorism to estimate the mean value of each Gaussian
distribution.

The data in our approach is the data of time series. So
the data should be divided with time slot. We call it the
“window”.

The size of the windows should be determined. From
the source data the network traffic demonstrate the circular
fluctuation of date and night. So the time slot window should
be the integral times of the 24 hours. Here in our source data
1440 is the circular length. The calculation time delay can be
adjusted. the time cost of will change greatly with the time
delay. The experiment result will be given is the experiment
section. Here we assume the value is 100.

The calculation window consequence should be:

windowy, : t, — t, +1440

windowy41 : ty, +100 — ¢, +100 + 1440



3.4. Iterative Algorism

Through the application of EM we can get the mean value
of these Gaussian distribution.

Step 1:

Calculate the F[z;;] for each hidden variablez;j. Assume
the current h =< iy, fio - - - pt; >.

p(x = ;| = 1)
2

Elz;j] =

e_ 2(172 (11 - M])2

22 e_ﬁ (zi — Hp)?
n=1

Step 2:

We adapt the maximum likelihood method to calculate the
h' =< py, py, - - - pi; >, we take the E[z;j] as an estimation
of z;j. then we replace the h =< py,pg---pu; > with
R =< ph, el >
>im1 Blzij] =i

To repeat these two steps we can easily achieve the
estimated mean value p; of distribution j.

My —

4. Judgment on Time Series Analysis

4.1. The Up and Low Bound Approach

After we calculate the mean value p;, we add them all
into one and check whether the value changes greatly. If so
we can assert that there may be some traffic anomaly in the
network traffic.

Zyp(t) = x(t) + k*xr(t)

zdown(t) = m —kx* T(t)

x(t) is the mean value of mean value (4, in the latest m
samples;

H):“T(t)”(t—1)+5f(t—2)+-~+x(t—m+1)

m
r(t) is the standard deviation of mean value £; sum in
the latest m samples;

—.2

Ai = (x(t —1) —z(t))

Yyt A

m

r(t) =

k is a weighting factor of fluctuation.
The z,,(t) defines the upper limit of mean value j; sum
according to its tendency.

The Zgown(t) defines the down limit of mean value p;
sum according to its tendency.

If the value exceeds the line a alert will be submitted.

The result is explained in experiment section. The k
would be a configurable parameter which related with the
fluctuation range of the normal network traffic behavior.
Future research would be adapted for a adaptable approach
which can learn the K value by itself.

4.2. The K and D Indicators Approach

This index calls the KD index. It is combined with the
K line and the D line. This index reflects the relationship
between highest value, lowest value of recent days and the
value of the last day. This index can reflect the sudden
increase or decrease of the network traffic.

The calculation approach is listed below:

k(n) = 100 « [(g?__LLs‘;’)]
Dn) =100+ (12

In the formulation the C(n) is the value of time stamp n;
L5 is the lowest value in the most recent 5 times. HS is the
highest value in the most recent 5 times. H3 is the sum of
(C-L5) in three times. L3 is the sum of (HS - L5) in three
data points.

The K line is more sensitive to the change of the new
coming data than the D line. So if the K line passes through
the D line, a fluctuation of network traffic is indicated. So
an alarm will be triggered. On the other side, the next cross
would be the signal of normal which means the anomaly has
passed away. However through the experiment you will find
this approach is very sensitive to the small change of the
network traffic. So if it is in the condition that the network
remains stable, this approach would be very useful. Very
small fluctuation would not be ignored by it.

4.3. The MACD Indicator Approach

Developed by Gerald Appel, Moving Average Conver-
gence/Divergence (MACD) is one of the simplest and most
reliable indicators available. MACD uses moving aver-
ages, which are lagging indicators, to include some trend-
following characteristics. These lagging indicators are turned
into a momentum oscillator by subtracting the longer moving
average from the shorter moving average.

Calculate the EMA:

EMA of 12 data points:

EMAlZ(’fL) = EMA12(77/ — ]_) * % + data(n) * %

EMA of 26 data points:



EMAQG(TL) = EMAQG(TL — 1) * ;—? + data(n) * 237

Calculation of DIF :
DIF(’IL) = EMAlg(n) — EMAQﬁ(TL)

Calculate the 9 data point EMA of DIF. The result will
be the MACD. To distinguish it we rename it as the DEA
or DEM.

DEA—- MACD(n) =DEA(n—1) % + DIF(n) * 130
The result of DIF and DEA can be positive and negative.
In practice, the DIF and DEA(MACD) would be the

sensitive short term index, and the blunt one with long term

index.

The judgment approach is similar with the ;K,D ;index
approach. If the DIF line pass through the DEA it demon-
strate the start of anomaly, the next crossover of the line
indicates the end of the anomaly.

S. Experiment Test

5.1. Source Data Achievement

We dump the source data from the CRDC (Cisco China
Research & Development Center) Hong Kong and CRDC
Beijing. We use TCL script get number of counters from
MIB (Management Information Base). The data were col-
lected from Aug 4 11:40:00 2008.

With drawing the figure of these data with MATLAB, we
found so many counters remains zero. The result is shown
in Figure 1.
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Figure 1. All Counters of gw2
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Table 1. source data analysis result (1)
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Table 2. source data analysis result (2)

5.2. Data Analysis

After analyzing the data 8-20, we found several useful
issues:

Some interfaces are dead. The interface is dead if all of
its statistics are zero. The dead interfaces here are gwl-32,
gwl-35, gw2-5, gw2-13, gw2-24, gw2-26, gw2-27, gw2-33

Some of the 12 statistics are useless. These statistics are:
ifInErrors, ifOutErrors, ifOutQLen, iflnUnknownProtos. In
all of the interfaces, these statistics remain zero.

Based on these issues, we could get the table 1 and 2:

In this table, we have removed the dead interfaces and
the useless statistics. The head line is the interface id (1_3
means gwl-Interface3). The leftmost column is about the 8§
statistics (eliminate 4 out of 12).

There are three kinds of cells in this table:

1) ”X”: All of the observed values are zeros, it means we
cannot use this value to detect anomaly. We call these data
invalidate;

2) ”AN”: There are abrupt changes in the plotted figure.
We figured out these changes by our eyes;

3) blank: The observed values are valid, and there are no
significant changes in the figure.

With the help of qqg-plot, we analysed these source data
and found the distribution of the network traffic can’t
be described by Single Gaussian Distribution. Traditional
Gaussian model is inappropriate in this scenario. The result
is shown in Figure 2. So here we adapt the multi Gaussian
model to describe the network traffic distribution.



5.3. EM Algorithm for Gaussian Mixture Model

The anomaly network traffic can be detected throw our
approach. The source data reflects the network traffic’s
fluctuation. The fluctuation involves mainly two parts. First,
the traditional circular fluctuation of day and night, second,
the unusual traffic rate change. Figure 3 was the network
traffic diagram of GW1.

40 -

-20 -
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Figure 2. Gaussian test result

The Gaussian distribution amount means how many differ-
ent Gaussian distribution these source data is combined with
data conform to. Here we use 15 as the Gaussian distribution
amount. It means that data of 15 different Gaussian distri-
bution overlap with each other to form the final transaction.
The estimated mean value of multi Gaussian model of GW1
are show in Figure 4.
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Figure 3. network traffic of GW1
You can find through the experiment result that the

periodic fluctuation of network traffic with day and night
is not reflected by the value of estimated mean value sum in
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Figure 4. sum of estimated through EM algorism for
GW1

Interval
" . 50 100 500 1000 5000
(data point)

Time cost - .
1033.335654 541.583613 195.339136 146.205685 107.890785

(second)

Table 3. interval and time cost

Figure 4. But the unusual network traffic change has been
reflected in the result.

5.4. The Time Cost and Calculation Interval Com-
parison

The calculation interval directly influence the time cost of
the algorism. The corresponding relation is listed in Table
3. the unit in the picture is second. You can find the time
cost changes stiffly.

5.5. Gaussian Amount Related Effect and Time
Cost Analysis

The Gaussian amount as a parameter of multi-Gaussian
model can greatly influence the effect of our algorism. We
find that too little Gaussian amount will greatly influence
the effect of EM algorism.

Through the comparison of Figure 4 and Figure 5. You
can find that the amount of 5 is so bad in the performance.
But with the amount more than 10 the performance is good
enough and even more will not improve the performance.

5.6. The Time Cost and Gaussian Amount Analysis

The Gaussian amount will greatly influence the time cost.
Sufficient Gaussian amount is enough. It is not necessarily
the more the better. There relation ship between time cost
and Gaussian amount is listed in Table 4. The unit of time
cost is second.
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Figure 5. Gaussian amount 5 with GW1

Gaussian amount | 3 10 15 25

Time cost 396.326230 411.428399 541583613 934317939

Table 4. Gaussian amount and time cost

5.7. Judge Approach on Time Series analysis

5.7.1. Up Bound Low Bound Approach. Here we tested
the accurate of our judge approach with the k as 2 and m as
10. If the data line crosses with the up bound or the down
bound the alarm will be submitted. The red line is the up
bound, and the blue line is the low bound. The result is
shown in Figure 6.
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Figure 6. judge result with GW1

5.7.2. The K and D indicator Approach. Through the
experiment you can find that every small fluctuation in
network traffic will bring out a crossover of the K and D
line. By comparing the Figure 7 and Figure 9, you will find
every small fluctuation of estimated mean value in Figure

9 will bring out a crossover in Figure 7. So this approach
well perform well in a network that its traffic is very stable.
The red line is the K indicator line. The green line is the D
indicator line.
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Figure 7. k and d indicator judge result with GW1

5.7.3. The MACD Approach. The approach with MACD
index is not so sensitive like the K and D indicator approach.
It works extremely well in our experiment in our network
condition. You can compare the Figure 8 and Figure 9 . The
judgment is very accurate and correct. The corresponding 3
anomaly fluctuation s of network traffic triggers the alarm
correctly in the experiment result.
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Figure 8. MACD indicator judge result with GW1

Of course, due to the unstable data at the beginning of
the figure, the beginning part of our approach result needs
to be neglected. It will not affect the remaining part of our
approach and the final result.

6. Conclusion

This paper has presented our idea about the statistical
anomaly identification of network traffic. By analysis of the
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Figure 9. sum of estimated of GW1 for compare

source data achieved from the CRDC, we find the source
data cannot be modeled by the single Gaussian model. So
we adapt the Gaussian mixture model to monitor the unusual
fluctuation of network traffic to submit an alarm at the proper
time.

Through the experiment, we find that our statistical ap-
proach has good performance in the monitor of the unusual
fluctuation of network traffic with the Gaussian mixture
model. The performance is greatly related with parameters
of our approach which includes the Gaussian distribution
amount in the Gaussian mixture model, the length of the
time slice window, the time delay during two calculation
steps. Also these parameters are also related with the time
cost of our calculation. We should find the balance point
between the performance and time cost. At last we find the
Gaussian amount 10 would be a best one with low time cost.

In the future work, we would implement some network
attack to the network to analysis the different conditions like
the router rate change, device restart, burst traffic, network
attack such as the ICMP to find an adaptive algorism for
these different conditions.
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